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Introduc)on 

If you’re a school professional, your mission throughout your career will involve 
educa)ng the next genera)on of young ci)zens to make the world of tomorrow a be_er 
place. To do that, you may spend much of your )me performing educa)onal ac)vi)es, 
such as crea)ng curricula, ac)vely teaching, helping individual students with their 
studies, and grading papers. 

All of that represents a vital part of being an effec)ve educator. In order to be an ethical 
educator, you need to think more about the logis)cs of how you go about suppor)ng 
your students. The Na)onal Educa)on Associa)on has stated that all educators must 
work to support the dignity and worth of the students they serve. Educators need to 
strive to ensure equal opportuni)es for all of their students. All educators need to work 
to make sure that their students’ data, privacy, confiden)ality, and other aspects of their 
young students’ educa)onal endeavors and personal life are protected at all )mes. 

In this course, we will review the various ethical standards educators need to adhere to, 
review privacy and confiden)ality standards and procedures for schools, discuss the 
need for equity in an ethical school environment, and otherwise work to understand 
what it means to be an ethical educator in today’s academic environments. 


Sec)on 1: An Overview of Ethics for Educa)onal 
Communi)es, Including Data, Equity, Student Rights, and 
More 

According to Maslow’s Hierarchy of Needs, students cannot learn properly unless they 
feel safe. While they’re s)ll in school, to a large extent, the responsibility for ensuring 
that safety falls squarely on the shoulders of their teachers. 

That’s a great deal of responsibility. Unfortunately, in the past, that burden has been 
neglected or abused. To provide families with confidence and to protect teachers from 
allega)ons of unethical behavior, educa)onal authori)es have created guidelines and 
standards to direct the ethical behavior of all educators. 

These codes tend to focus on a singular first principle: The worth and dignity of the 
students that educators seek to serve. Aber all, the point of an educa)onal career is to 
help students grow, keep them safe, and seek excellence all the while. 
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The Na)onal Educa)on Associa)on, or NEA, has created a Code of Ethics that can help 
educators accomplish their goals in a professional, ethical, and effec)ve manner.


What are some highlights of the NEA Code of Ethics?  

It’s a good idea for all teachers to review the NEA Code of Ethics in full on a regular basis, 
just to ensure that they are up to date and cognizant of the very latest version of the 
guidelines. Major themes and current regula)ons follow (NEA, 2020).  

The NEA Code of Ethics begins with a preamble discussing the common goals of 
educators. It also makes clear that ‘educator’ can be interpreted as a broad term that 
includes support professionals. The Code of Ethics then breaks down its guidelines for 
educator ac)ons into two different principles. The first, Principle I, summarizes an 
educator’s commitment to their student. The main points of this principle’s related 
guidelines are as follows (NEA, 2020):  

• Educators work to help all students realize that they’re worthy members of 
society. 

• Educators help students get excited about learning independently. They don’t 
stand in the way of independent learning. 

• Educators don’t deny students their unique points of view, within reason. 

• Educators do not suppress informa)on that is relevant to the progress of their 
students.  

• Educators protect their students, when at all possible, from situa)ons that could 
be harmful.  

• Educators do not inten)onally disparage or embarrass their students. 

• Educators do not deny benefits to, exclude, or give advantages to any student 
based on their sex, status, beliefs, race, color, background, or orienta)on.  

• Educators do not take advantage of their professional rela)onships with their 
students for any reason.  

• Educators do not disclose private informa)on about their students unless the law 
or a compelling reason (e.g., student safety) compels them to do so. 
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Principle II of the NEA Code of Ethics concerns an educator’s commitment to the 
profession of educa)ng. The public trusts educators to seek the best for their students. 
The NEA has implemented the following guidelines to help educators do so effec)vely 
(NEA, 2020):  

• Educators work to promote an environment at their schools that will a_ract good 
educators to work with them.  

• Educators work to ensure that unqualified people do not become educators.  

• Prospec)ve educators do not make false statements or fail to disclose relevant 
informa)on in applica)ons.  

• Educators don’t assist non-educators a_emp)ng to become educators or teach in 
an unauthorized manner. 

• Educators don’t disclose informa)on about their colleagues unless the law or a 
compelling reason (e.g., safety) compels them to do so.  

• Educators do not make malicious statements about their colleagues.  

• Educators do not accept anything that could look like a bribe. 

This is not a comprehensive representa)on of the NEA Code of Ethics; rather, it is a 
representa)ve sample of guidelines to show how seriously the educa)onal field takes 
the ethical behavior of all involved (NEA, 2020).  

The NEA Code of Ethics is far from the only collec)on of regula)ons that influences the 
everyday ac)ons of educators. For example, FERPA, or the Family Educa)onal Rights and 
Privacy Act, also governs the way that teachers need to think about student records and 
student rights (NEA, 2020). 


What is FERPA?  

FERPA, or the Family Educa)onal Rights and Privacy Act, is a law that governs the 
disclosure and maintenance of any records that a school maintains. Specifically, FERPA 
governs the way that a school must maintain and/or disclose records that relate to any 
individual student. One of the main tenets of FERPA is simple: All students have the right 
to see their own school-maintained records. Conversely, other people cannot see those 
records without having the express permission and consent of the student they’re 

6



associated with (U.S. Department of Educa)on, 2021). In some cases, for very young 
students, their legal guardians can provide permission and consent in their stead.  

FERPA covers any record that a school can link to a specific student. That includes 
records that are associated with a unique student by name, student ID, or social security 
number. If a record is iden)fiable, it’s likely under the auspices of FERPA. This will 
generally include any assignments, transcripts, and financial records. Notably, FERPA 
may or may not have overarching governance over some logis)cal or ‘directory’ 
informa)on, such as a student’s address and phone number. While schools must operate 
with a goal of keeping a student safe and therefore must exercise discre)on over access 
to informa)on that could impact a student’s safety, such as their address, basic contact 
informa)on may not be required to be confiden)al under FERPA (U.S. Department of 
Educa)on, 2021).  

FERPA applies to all matriculated student records. Educators and educa)onal support 
staff who rou)nely work with and maintain student records need to ensure that utmost 
privacy is granted to all student records at all )mes. Depending on the rules at your 
school, educators and support staff may be able to share student records (or certain 
aspects of student records, perhaps de-iden)fied) with other school employees as long 
as there is a good reason for doing so (U.S. Department of Educa)on, 2021).  

It’s key to note that grades are a part of student records. Therefore, like all other student 
informa)on that falls under FERPA’s governance, grades must be kept private. Grades 
should not be disclosed to anyone without the express consent of the student. As a 
result, schools should not post grades publicly or set out graded papers with clearly-
visible grades for students to pick up in a public loca)on (U.S. Department of Educa)on, 
2021).  

Under FERPA, students should have the right to view their own informa)on. Educators 
and educa)onal support staff should work to ensure that it’s rela)vely simple and safe 
for students to see their own records. There should be a clear paperwork trail to keep a 
record of how and when students access their own informa)on (U.S. Department of 
Educa)on, 2021).  

FERPA is not the only law that governs the ways educators and schools must maintain 
and share records. For example, there are also laws that govern how schools must 
maintain the confiden)ality of health records. Student financial informa)on is similarly 
protected under different laws (U.S. Department of Educa)on, 2021). 
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Why do schools collect student data? 

In many instances, It may be clear why schools collect some data—for example, to 
monitor student achievement over )me, or to have emergency contact informa)on in 
the event it is ever needed (Student Privacy Compass, 2021). 

In other cases, it can be substan)ally less obvious why a school needs certain pieces of 
informa)on. Next, we’ll discuss the reasons why schools acquire and use student data. 
The purposes of this type of data collec)on may include (Student Privacy Compass, 
2021):  

• Improving the educa)onal experiences of the student base—e.g., by allowing 
instructors to track the progress of their students and respond as may be deemed 
necessary. 

• Protec)ng the safety and health of students at school (or enrolled in a remote 
study program), for example, by maintaining current medical informa)on of all 
students as well as updated allergy info and contact numbers. 

• Assis)ng the school with full administra)ve func)on—e.g., data that will help a 
school manage and report enrollment numbers, sta)s)cs, academic records, 
government-required repor)ng, and more. 

Who uses the data that schools collect? 

The short answer is—it depends on the situa)on. Once collected, any number of 
individuals working at a school could have reason to access student data in order to 
fulfill their job-related du)es. Here is a quick rundown of the roles at a school that could 
require data access, and why that access might be necessary (Student Privacy Compass, 
2021).  

• Students might access their own data to track their achievements over )me and 
set goals to help them progress towards their diplomas. 

• Parents might access the data to follow their child’s learning journey and to be a 
more knowledgeable member of the teacher-parent support team.  

• Teachers can use various types of student data to understand how their students 
are learning, to create lesson plans that are geared to help students where they 
are, and to assess the outcomes of their current teaching strategies.  
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• Administrators may be able to use student data to learn more about how their 
programs are performing, to assess the types of resources and services they may 
need to think about pursuing, and to put together adequate repor)ng to ensure 
that their school remains compliant with all expecta)ons.  

• The Department of Educa)on in your state may need to use student data to see 
how its districts and schools are able to meet the needs of the students in the 
area. As a result, your state may be able to make more informed funding choices, 
which can help your district thrive. 

• The United States Department of Educa)on ul)mately receives and uses 
aggregate data of all students in the na)on to help make informed decisions 
about funds and to provide updated, accurate informa)on to the public about 
student performance.  

• Educa)onal companies that make academic resources and Edtech plalorms may 
use student data to help serve students. 

• Researchers use aggregate or de-iden)fied data to help answer larger-scale 
ques)ons about the way students are learning, typically in an effort to help make 
more informed decisions about the future of educa)on. 

Clearly, the many ways that data can be used can lead to a great deal of confusion, 
especially with the different roles that the people using the data can play. 

Since this is the case, it’s important to maintain data privacy whenever possible to 
protect students (Student Privacy Compass, 2021). 


What are the key laws that schools need to follow surrounding 
student privacy protec)ons?  

We’ve already discussed the NEA Code of Ethics and FERPA. While these are certainly 
crucial in terms of governing educa)onal rights and privacy (par)cularly FERPA), they are 
far from the only government regula)ons in effect. Here, we’ll discuss addi)onal sets of 
laws that seek to promote an equitable, ethical educa)onal experience for all students 
(Student Privacy Compass, 2021).  

PPRA - This regula)on, the Protec)on of Pupil Rights Amendment, gives schools a 
series of restric)ons that help educa)onal ins)tu)ons know when it’s okay to ask 
students for their personal informa)on (e.g., as part of a federally-funded evalua)on or 
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survey). For example, because of PPRA, schools must receive parental consent and/or 
no)fica)on before their children can par)cipate in school ac)vi)es, including surveys, 
that could involve students submimng or sharing poten)ally sensi)ve data (Student 
Privacy Compass, 2021).  

One frequent example that typically falls under PPRA involves health surveys. In order to 
help support students’ mental, physical, and emo)onal health, schools may use surveys 
as a way to glean informa)on about what students actually need. Schools might use 
these surveys to learn more about their students’ behaviors and resources they may 
have access to (e.g., internet access, or food security) — again so that schools stand a 
be_er chance of helping students in a way that is truly beneficial. While there may be 
nothing more than the best of inten)ons behind these surveys, it’s important to 
remember that these surveys can ask for very sensi)ve, poten)ally damaging, or 
embarrassing informa)on. To stay in line with the PPRA, schools need to show parents 
surveys first and allow each family the chance to opt-in or opt-out of taking surveys 
(Student Privacy Compass, 2021). 


COPPA - Another government regula)on, the Children’s Online Privacy Protec)on Act, 
regulates the type of informa)on that non-educa)onal (or, at least, not strictly 
educa)onal) companies can collect from children. These companies include those that 
operate mobile applica)ons, games, and websites, par)cularly those directed and 
marketed toward children under the age of 13 (Student Privacy Compass, 2021).  

Under COPPA, these companies are required to have a privacy policy that is clearly 
wri_en and accessible for their site (or app) users. These companies also need to obtain 
consent from parents before obtaining any informa)on from young children and provide 
direct parental no)ce of children’s use and ac)vity. When the company offers an 
educa)onal service, it may also be the case that teachers have the power to provide 
consent in lieu of parental figures, as long as the technology or media is only used for 
educa)onal purposes (Student Privacy Compass, 2021).  

This should provide some level of protec)on for students because educa)onal 
companies opera)ng in line with COPPA can only collect data from their users (or young 
students) for specific educa)onal purposes, not commercial ends. Schools that use these 
types of programs typically have policies as well that require strict administra)ve 
approval before teachers can let their students use these services. In addi)on, these 
companies can only retain student data as long as it takes to fulfill the educa)onal aim. 
Aber that purpose is achieved, the companies are expected to confiden)ally dispose of 
all retained student data (Student Privacy Compass, 2021).  
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IDEA - Many of the regula)ons that surround student rights do not speak to the unique 
obstacles experienced by individuals who are differently abled. The Individuals with 
Disabili)es Educa)on Act ensures that people who have special needs are s)ll able to 
access a ‘free appropriate public educa)on’ with the support that they require for 
success (Student Privacy Compass, 2021).  

IDEA regula)ons also help determine who receives federal funding to fuel systems that 
support students with special needs. In order to be eligible for this federal funding, 
officials in each state must have a system in place where they can demonstrate 
completely protected confiden)ality for all student data. Under IDEA, states and schools 
need to obtain parental consent to exchange and maintain student data. IDEA gives 
parents the right to access some of the child’s records and promises each student an 
individualized educa)on plan to keep all educators, parents, and administrators on the 
same page in terms of a specific student’s plan of care (Student Privacy Compass, 2021).  

What are some of the basic rights that students have at school?  

Confiden)ality and data privacy concerns are far from the only student rights that need 
protec)ng. In fact, even many educa)onal professionals are unaware of the fact that 
student’s rights are protected by the Cons)tu)on. As a result, these vital rights oben go 
unacknowledged.  

The ACLU has provided resources to assist schools in making sure that students’ rights 
are secured. Students have specific rights that must be adhered to, and if parents or 
students feel that these rights are violated in any way, they have a right to step up and 
file a complaint. As educators, it’s a good idea to be aware of these rights. That way, you 
can assess your school’s systems to ensure that your school doesn’t have any policies 
that necessarily violate these rights — and you can be prepared in the event that any 
parents or students file a complaint at your school (Tashman, 2017).  

Student rights at school include (Tashman, 2017): 

1. Right to free speech: Students should not receive any punishment for exercising 
their rights to free speech, as long as they do so in a way that does not violate 
other school policies (e.g., they don’t harm another student while speaking 
freely). This is s)ll the case if school administrators, instructors, or other students 
do not agree with the things that the speaking student is saying. Some schools 
threaten student free speech and even student privacy by requiring students to 
reveal their social media accounts and open their personal technology devices.  
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2. Right to express themselves through clothing: Many schools across the na)on 
have established uniforms or dress codes. Having these expecta)ons and norms is 
perfectly within the rights of the school, and students, if they wish to a_end 
these schools, do need to comply with these established norms. However, when 
dress codes are used to target specific groups of people, punish those who exhibit 
clear ideologies through otherwise licit ar)cles of clothing, or infringe upon the 
religious rights of a student, this prac)ce is significantly less acceptable. When 
reviewing and enforcing your school’s dress code, it’s definitely a best prac)ce to 
make sure that any dress code cita)ons are actually about clothing items that 
detract from the school environment or disrupt school ac)vi)es. Cita)ons should 
not be used to chas)se marginalized groups.  

3. The rights of immigrants: Discrimina)on against any students due to their 
na)onal origin, race, or color should be expressly prohibited. No students should 
be penalized for any lack of or limited English proficiency; instead, schools must 
provide them with both the same level of opportuni)es as their peers and added 
support in the form of language instruc)on.  

4. The rights of the differently-abled: Federal law prohibits public schools from 
prac)cing any type of discriminatory acts against people with special needs. 
Instead, schools must provide equal access to health services, school 
technologies, field trips, academic courses, and extracurricular ac)vi)es. 
Discrimina)on can be insidiously hard to detect, unfortunately. Whenever 
educa)onal professionals refuse to provide medical accommoda)ons, ignore 
harassment, or even fail to train their staff on disability compliance, they 
discriminate. In addi)on, schools must work to defend students with special 
needs from biased treatment and bullying from other students.  

5. The rights of LGBTQ+ students: Students who iden)fy as LGBTQ+ are oben the 
target of intense bullying. In the past, schools that did not understand their plight 
may have all too frequently encouraged this behavior or turned a blind eye. 
Schools have a duty to provide a safe environment to their students regardless of 
their iden)ty or orienta)on; and, moreover, students have a right to express 
themselves at school, as long as they do so without viola)ng other policies or 
norms (e.g., harming another student). 

6. The rights of pregnant students: While schools have a responsibility not to 
exclude students who are pregnant (or students who have children) from their 
academic community, this prac)ce is s)ll common. Since 1972, when Title IX was 
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passed, schools have been prohibited from this type of discriminina)on. However, 
schools can oben accomplish this very subtly (and even subconsciously) by 
assigning impossible-to-complete classwork, failing to provide necessary support, 
refusing to provide accommoda)ons, or even recommending unearned 
disciplinary sanc)ons (some)mes under the guise of providing safety). It’s 
important to remember that this cons)tutes denying a young mother her right to 
an educa)on. Public schools need to work to ensure pregnant students feel safe, 
have the opportunity to make up any classes they miss due to doctor 
appointments or temporary medical condi)ons and enjoy the ability to make 
their own choices about the pregnancy itself without judgment or ramifica)on 
from the school.  

Schools must also remember that (par)cularly in the case of pregnant, LGBTQ+, and 
differently-abled students) some types of biased treatment could cons)tute viola)ons of 
a student’s privacy. Schools need to take special care with this, both to provide their 
students with the best treatment possible and to avoid any behavior that could leave 
them open to legal ac)on (Tashman, 2017).  

Finally, in addi)on to protec)ng student rights and student data, ethical educators will 
likely be striving for some form of equity. We’ll delve into what this means in the final 
ques)on of this sec)on.  

What does equal opportunity in schools mean? As ethical educators, 
should we be striving for equal opportunity, equity, or equal 
outcome?  

Part of being an ethical educator includes making sure that we don’t deny students 
educa)onal benefits based on their race, orienta)on, or other external a_ributes. A 
term that is very popular in K-12 educa)on right now is ‘equity.’ In an effort to be more 
ethical educators (and school districts), many public schools are adding this term to their 
mission statements. What does this mean, though, when compared or contrasted with 
other similar-sounding terms?  

The general idea is simple: That we strive to make sure that all students have equal 
opportuni)es for educa)onal success, regardless of their race, ethnicity, socioeconomic 
background, or prior performance. Unfortunately, this term and associated ramifica)ons 
can become problema)c. While many schools may strive to make ‘equity’ an integral 
part of their mission statements, what they actually tend to priori)ze in their student 
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performance outcomes is a sense of uniformity of academic results —regardless of 
where every student starts out from. This can place more pressure on students who may 
begin in a more disadvantaged place, instead of giving them the support they need to 
grow (Ingraham, 2021).  

It is impera)ve that ethical academic communi)es work to iden)fy students who may be 
struggling and give each group of students the resources and support necessary to 
realis)cally get everyone to the same place. It’s key to realize that this may feel 
uncomfortable, as much of the equal opportunity messaging that we have been given 
has told us that we need to treat each student the same. With this updated 
understanding of what equity truly means, it may feel like we are trea)ng some students 
with favori)sm or bias. In reality, if we are educa)ng equitably, this may just mean that 
we’re giving students who need more help and support the larger amount of )me and 
a_en)on that they require. This redefini)on of equity and related efforts spawns directly 
from the advances made in cri)cal race theory, which theorizes that all dispari)es 
associated with race are the products of past or present discrimina)on. In order to work 
toward eradica)ng those dispari)es, we may need to act uncomfortably. One author put 
it succinctly: “The only remedy to past discrimina)on is present discrimina)on. The only 
remedy to present discrimina)on is future discrimina)on.” In other words, it may take 
some inequity or advantage in favor of the underrepresented and those most in need, in 
order to move toward true equity (Ingraham, 2021). 

Ul)mately, as educators, we need to understand that administering equal opportunity in 
our schools will in and of itself not likely result in equal results, because not all of our 
students are beginning from the same place. Today, in order to be equitable and ethical 
educators, we need to maintain high expecta)ons for all of our students, work hard to 
make sure that students from disadvantaged backgrounds, in minority groups, or 
students with special needs have the resources and support necessary to do just as well 
as their peers, and fully acknowledge the dispari)es that are present in our schools and 
in our culture. In the third sec)on of this course, we’ll take a look at some of the things 
educators can do to work toward a more truly equitable classroom (Ingraham, 2021).  

Sec)on 1 Reflec)on Ques)ons 

• What systems does your school have in place to ensure that you are compliant 
with FERPA, COPPA, and related laws?  

14



• Do you feel that your school has created an environment in which student rights 
are maintained and celebrated?  

• Do you know how your school maintains student data?  

• Do you feel your school works toward equal opportunity or equitable educa)onal 
access (or both)?  

Sec)on 1 Summary 

As we work to be effec)ve, ethical educators, we need to work to make sure our 
students feel safe. In order to help our schools increase the safety of our academic 
communi)es and to ensure that everyone truly feels safe, we need to work in line with 
several governmental regula)ons such as FERPA and COPPA, and the PPRA. However, we 
also need to go further and protect the rights our students should enjoy on school 
grounds, and establish truly equitable access to high-quality educa)on for all of our 
students. 

In the next sec)on, we’ll discuss the different ways that schools can manage 
confiden)ality concerns and specific privacy protec)ons regarding their students’ data. 

Sec)on 2: Confiden)ality Concerns and Privacy Protocols 
for 21st-Century Schools 

As educators, we have immediate access to very personal data for our students. In this 
sec)on, we’ll discuss how to ethically manage, access, and disclose student informa)on 
and data to promote protec)ons for those in our care.  

What is data privacy?  

Data privacy is a complex concept. The term ‘privacy’ can even mean a myriad of 
different things. To some people, it means being able to close a door on a private space; 
to others, it means living free of any type of surveillance (Student Privacy Compass, 
2021).  
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Since the concept of privacy is rela)vely vague and ambiguous, it’s probably a good idea 
to provide a few comments on common concep)ons regarding data privacy. For example 
(Student Privacy Compass, 2021):  

1. Data privacy is recognized as a fundamental right. From the United States 
Cons)tu)on to the United Na)ons Declara)on of Human Rights, over eighty 
countries around the world recognize that people have a right to privacy 
(including data privacy).  

2. Data privacy ul)mately includes control by individual persons over how their 
personal informa)on will flow from them to another—or, in other words, how 
data is shared from one person to another.  

3. Data privacy can be subjec)ve. All people have their own data, and they will all 
have their own unique take on privacy and expecta)ons for how their data will be 
used and shared. One person might be excited to share as much data as possible 
for efficiency and transparency’s sake; another may find the exact same prac)ces 
invasive. Many people will wish to share data differently depending on the 
specific type of data or the people who will be on the receiving end.  

4. Data privacy requires context. Individuals will decide whether or not to share 
their data based on what feels normal to them given the specific context. This 
could differ wildly depending on whether the data in ques)on is academic, 
personal, or any other type of data.  

The concept of data privacy has increasingly evolved due to the modern ubiquity of 
digital technology. Many people may feel, now, that privacy is a thing of the past. 
Whether this is the case for some forms of data (such as smartphone or social media 
use) or not, the need to protect personal and academic student data will con)nue to be 
a need regardless of the )me or environment (Student Privacy Compass, 2021).  

In many cases, the ability to access and leverage user data can be spoken of as power 
over the user himself or herself. In order to avoid undue power or unwanted control, 
data sharing and privacy protec)ons have been put into place by most governments and 
many organiza)ons. This promotes fairness and transparency while s)ll allowing for 
people to feel secure regarding the data they are sharing (Student Privacy Compass, 
2021).  
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What types of informa)on cons)tute confiden)al student data?  

Any student informa)on that a school collects or uses is generally termed student data. 
Tradi)onally, this term referred to informa)on that a school collected on campus. Now, 
with the advent of increased online learning and remote learning educa)onal 
paradigms, student data can refer to a much wider amount of informa)on—including, a 
li_le controversially, informa)on entered on student devices while a student is at home 
(Student Privacy Compass, 2021).  

Some relevant examples of student data may include:  

• The student’s name 

• The student’s age 

• Demographic data such as race, socioeconomic status, and ethnicity 

• Academic informa)on such as test scores, grades, any disciplinary informa)on, 
career, and college goals 

• Any observa)onal data a teacher may have recorded about a student’s interests 
or behaviors 

• A general log of your student’s performance in school 

• Any provided informa)on about a student’s living situa)on and lifestyle, including 
health needs, home internet access, transporta)on access, and more 

As described above, there is a significant amount of informa)on that could fall under the 
general umbrella of ‘student data.’ To be_er help with future dis)nc)ons about how 
schools can manage and share student data, it’s now helpful to break down student data 
into a few different types (Student Privacy Compass, 2021).  

These types include (Student Privacy Compass, 2021):  

• Personally Iden)fiable Informa)on. This type of informa)on will include data 
that can directly iden)fy the student it relates to. These types of iden)fiers can 
include a student’s name, a social security number, or even indirect informa)on 
that could help iden)fy students such as their date of birth.  

• De-iden)fied informa)on. This type of informa)on, as its name may suggest, 
only contains student data that could not possibly iden)fy a student. For 
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example, this might be the type of informa)on you’d find in a large-scale 
anonymous student survey about general demographics or student achievement.  

• Aggregate Informa)on. This type of informa)on is about a group of students. For 
example, this might be the type of informa)on a school could anonymize and 
then send as part of a mandatory repor)ng package about the achievement of 
the student base as a whole.  

• Metadata. This type of data describes other data—for example, a dataset that 
shows how well students did on their tests throughout the year could be 
accompanied by a meta dataset that indicates how much )me a student spent on 
each test.  

What are the poten)al limits of confiden)ality?  

While confiden)ality of student data is extremely important, it’s also key to be aware 
that it does have its limits. Oben, we find the limits of confiden)ality when we look into 
how student informa)on could compromise the safety of the students themselves or 
others. 

In order to provide a li_le more concrete guidance surrounding the limits of 
confiden)ality for teachers, parents, and even students, we’ll list some common limits to 
help you determine what might be the extent of confiden)ality at your school. Your 
school should have this documented in the school’s bylaws. Your school should also be 
following detailed state laws regarding confiden)ality. As such, you may find that some 
of the listed limits to confiden)ality may apply to your organiza)on; others may not 
apply (The Center for Ethical Prac)ce, 2020).  

Some of these possible limits to confiden)ality are (The Center for Ethical Prac)ce, 
2020):  

• Access to student informa)on by support or counseling colleagues—e.g., other 
counselors, or other people working in support of the student, people that may 
have similar job )tles as the person who first collected the data 

• Access to student informa)on by administra)ve or other colleagues—e.g., people 
within your community that may have different job func)ons, but should s)ll be 
working in concert with staff to support the student 
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• Access to student informa)on by contractors or vendors at your school—e.g., 
people who do not specifically work at your school, but do have an approved 
suppor)ng rela)onship. It’s a good idea, in this case, to make sure that privacy 
and confiden)ality protec)ons are wri_en into your contracts with these vendors. 
Parents may wish to see those contracts before feeling okay about these 
contractors or vendors having access to data about their students.  

• Disclosing confiden)al informa)on in the event that a student likely is a danger to 
self 

• Disclosing confiden)al informa)on in the event that a student is likely a danger to 
other people 

• Disclosing informa)on to parents about a minor  

Some of these last disclosures may fall under local repor)ng laws, such as a duty-to-
protect law or a situa)on in which you as a teacher or a colleague (such as a school 
counselor) has a duty-to-warn (The Center for Ethical Prac)ce, 2020).  

What are some common misunderstandings about student privacy 
and confiden)ality?  

Clearly, there is a significant amount of informa)on to digest surrounding student 
confiden)ality and privacy. This can feel overwhelming. Unfortunately, it can also lead to 
misunderstandings, which can, in turn, lead to more work than necessary for teachers 
and administrators or even worse, to poorly protected privacy for students and other 
members of our academic communi)es (Comegno, 2020).  

When it comes to FERPA and HIPAA, it’s key that teachers can understand the basic 
concepts so they can work within these regula)ons and guidelines to protect students 
from unlawful or even unsafe disclosure of their personal, academic, or health 
informa)on (Comegno, 2020).  

To help reduce staff stress and promote student safety, we’ll next work to clarify five 
popular FERPA and HIPAA misconcep)ons. The first is very simple  (Comegno, 2020):  

1. I have to make sure that I don’t violate HIPAA at school. False! Even though 
many of us may think of HIPAA when we think about privacy in general, HIPAA 
viola)ons tend to occur elsewhere, and other laws are much more applicable on 
school campuses. This can feel like an odd dis)nc)on to make, par)cularly when 
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student planning and personal data may involve health informa)on (e.g., 
developing IEPs for students with special needs, or implemen)ng Sec)on 504 
plans). It’s key to realize that this type of sensi)ve student data is indeed 
protected. However, it’s not protected specifically under HIPAA. HIPAA stands for 
“Health Insurance Portability and Accountability Act,” established in 1996. Under 
HIPAA, the use and disclosure of protected health informa)on are mandated, and 
such regula)ons generally apply to healthcare providers and insurers. Your 
school’s protected informa)on will fall under more school-centric rules, even 
informa)on collected by a school nurse or a school counselor. While it is a good 
idea for school officials to be aware of what HIPAA is, it is more likely that school 
mandates will fall under FERPA regula)ons.  

2. We need a signed release to call a doctor to learn more about a student’s note. 
If you’re trying to learn more about a statement that a doctor has made in order 
to inform your IEP drabs or Sec)on 504 plans, you may wonder if you’re able to 
contact that doctor without viola)ng FERPA regula)ons. Here, the answer is a 
li_le unsa)sfying: It depends. Under FERPA, this informa)on request may be okay 
because you are not sharing or disclosing informa)on about your student. 
Instead, you’re asking for informa)on (or confirming informa)on). The doctor can 
readily refuse to give that informa)on. (Physicians may need to secure their own 
releases from the parents in this scenario, but that’s not something you likely 
need to ini)ate). 

3. Parents should be able to access any school document that men)ons their 
student. This is not necessarily true. While the parents of your students may have 
access to most documents that concern their child, this access will not extend to 
every single file concerning their child’s name or other iden)fying informa)on 
that exists at your school. Any records that your school technically houses that 
are constantly kept in the sole possession of the record-maker may not be 
considered FERPA-protected educa)on records. A good example of this is the 
private notes of counselors or teachers that they keep for their own informa)on, 
without any inten)on of ever sharing them or making them accessible for other 
people. These documents may become FERPA-protected educa)on records, 
however, if they are shared with colleagues aber the fact, or if the record-maker 
puts them in a file or folder that is accessible to other members of the staff.  

4. Under FERPA, paraprofessionals and teacher aides can’t see Sec)on 504 and 
IEPs. Since FERPA concerns the proper prohibi)on of undue disclosure of data 
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that iden)fies students without proper wri_en consent, it could be easy to 
wonder whether colleagues who would likely benefit from this type of access 
could review relevant student records. FERPA doesn’t require parental wri_en 
consent in this context. As long as school officials have a legi)mate educa)onal 
interest, they may have the right to review certain student records. However, 
each part of that statement has terms that are not completely clear. Terms like 
‘school officials’ and ‘legi)mate interests’ are not defined by law. Your school, 
instead, should have policies or regula)ons that define these terms or the 
processes you need to follow in order to ensure that all members of a student’s 
care team have the informa)on they need without viola)ng confiden)ality. 
Moreover, that plan needs to be included in a regular stream of informa)on that 
goes out to all parents, to ensure that everyone is kept no)fied of your policies 
and procedures.  

5. Student grades need to be confiden)al between students, too: Under FERPA, no 
student should see another’s grade. This depends on the grading procedures that 
are accepted and prac)ced at your school. Grades tend to fall under the umbrella 
of iden)fying informa)on that receives protec)on under FERPA. In the past, the 
United States Supreme Court has ruled that students can score each other’s tests 
(and even call out the grade) without viola)ng FERPA. In this case, the Court 
decided that these grades weren’t yet recorded in the educa)onal record. As a 
result, if you tend to rely on peer grading in your classroom, know that it’s likely 
licit from a legal standpoint. (You should check to see whether it’s okay by your 
specific school’s policies as well.) Once the teacher has a grade and it is entered 
into the educa)on record, that grade becomes protected informa)on. It can be 
shared with parental consent, which oben occurs for situa)ons like publica)on 
through an honor roll or sharing student records with another school. Without 
consent, that informa)on needs to remain private. 

What is the role of the school counselor when it comes to 
confiden)ality?  

While teachers themselves may oversee significant amounts of student data, school 
counselors may have access to the most sensi)ve student-shared informa)on. The 
American School Counselor Associa)on has outlined the various obliga)ons that school 
counselors must recognize regarding confiden)ality to the student and their obliga)on 
to disclose key data to the student’s family or guardian. Here is an overview of the 
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relevant guidelines that school counselors must follow in order to respect student 
privacy while working toward their safety at all )mes (ASCA, 2018).  

Under the American School Counselor Associa)on’s guidelines, all school counselors 
need to priori)ze trea)ng all students with dignity and respect. School counselors must 
do so at least in part by respec)ng the privacy of all students at their school, whether or 
not they seek counseling. Students who do enter into a counseling rela)onship with 
school staff must be able to expect and enjoy an atmosphere of confidence and trust, 
just as those who seek counseling services do (ASCA, 2018).  

School counselors are bound by legal and ethical obliga)ons to protect the informa)on 
that a student shares as part of the counseling rela)onship. That protec)on is contained 
within the term ‘confiden)ality’. Confiden)ality must be maintained, with the sole 
excep)on being that any )me a student’s confiden)ally-reported informa)on could lead 
to harm (to that student or to another student), the counselor does have a greater 
responsibility to report or act upon that knowledge and to work to protect the students 
from harm (ASCA, 2018).  

The defini)on of foreseeable and serious harm may differ from school to school. The 
degree of harm tends to depend upon how old a student is, and the semngs they are in. 
It’s important that school counselors inform their students in any situa)on where a 
school counselor might have to act upon or disclose confiden)al informa)on (ASCA, 
2018).  

Confiden)ality is a legal term. Another relevant legal term is ‘privileged communica)on’. 
This term refers to informa)on that a student shares with a school counselor within a 
counseling rela)onship. However, this privilege is only in place if granted by either a 
state or federal statute in your area. If communica)ons between a counselor and 
student are privileged, this represents another layer of legal protec)ons that may be 
able to be applied to confiden)al informa)on (ASCA, 2018).  

The American School Counselor Associa)on has provided a more detailed summary 
regarding the role of school counseling professionals with respect to confiden)ality. 
These guidelines are as follows (ASCA, 2018):  

• School counselors must support students by upholding their right to privacy. This 
means that counselors must protect the confiden)al informa)on their students 
tell them, as well as any informa)on given to them by staff and the family of the 
student.  
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• They need to make sure that their students understand their right to privacy. 
Counselors should do this by explaining what confiden)ality means (and 
establishing the limits of confiden)ality) in terms that their students can 
understand, depending on the student’s age. Counselors should repeat this 
informa)on as necessary in order to ensure that the student is consistently aware 
of their rights.  

• School counselors must obtain informed consent regarding the confiden)ality of 
their counseling rela)onship.  

• School counselors must be aware of the limits of confiden)ality. The limits of 
confiden)ality may include: 

• When the confiding students relay informa)on that makes it clear that 
they are a danger to themselves or towards other people 

• When there is a court-backed reason for disclosing specified informa)on 

• Conversa)ons with other trained student support professionals, including 
the counselor’s supervisors, colleagues, and other personnel who work to 
support student welfare 

• Any par)cipa)on the student may have in group counseling 

• Any informa)on that could indicate the student is in need of substance 
abuse treatment 

• School counselors are expected to keep their personal notes dis)nct from the 
educa)onal records of the student 

• School counselors must seek legal advice (or speak with their supervisors and 
colleagues) if for any reason their confiden)al records are subpoenaed. They 
should also advocate that their students’ iden))es remain anonymous if, for any 
reason, the confiden)al records need to be displayed.  

• School counselors must work to provide the best (e.g., most private and sensi)ve) 
method of communica)ng sensi)ve student data (e.g., in person, or over the 
phone, instead of over email or text) 

• School counselors should work to be aware at all )mes of the local security 
standards and the federal and state regula)ons regarding communica)ng and 
storing data 
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• School counselors must fight for a students’ right to have ownership over their 
own data 

• School counselors should act in line with the policies of their school board as well 
as the laws in their state regarding the use and sharing of student records, 
including health and academic informa)on.  

The rela)onship between a school counselor and their students requires an air of safety 
and confidence. In order to preserve this environment, students need to know what 
their rights are, what the limits of confiden)ality are, and know that their counselor will 
be working to protect them at all )mes (ASCA, 2018). 

What does data privacy for students look like?  

It may be fair to wonder what student data needs to be private and what data privacy 
laws may look like for younger children. For schools, educators, and administrators, it 
may be helpful to consider a working defini)on of student data privacy:  

Student data privacy involves the ethical, equitable, and responsible collec6on, 
sharing, use, and protec6on of data for students (Student Privacy Compass, 2021).  

Why is this dis)nc)on and defini)on important? Unfortunately, there are many stories 
out there detailing just what can happen when personal data is compromised (e.g., 
iden)ty or credit card theb) (Student Privacy Compass, 2021).  

As many younger children may not have the experience necessary to know how 
important data safety is, it’s important that organiza)ons that work with and support 
younger children have privacy protec)ons in place. The goal of a school’s data privacy 
system, therefore, will likely mirror the goals of the en)re school system—e.g., to 
support the students and keep them safe (Student Privacy Compass, 2021).  

There exist misconcep)ons about student data privacy that are worth exploring. They 
are as follows (Student Privacy Compass, 2021):  

• Student data privacy is not synonymous with preven)ng all people from learning 
anything about an individual student. The goal is not to enshroud each student in 
unnecessary levels of mys)que—fundamentally making several different 
administra)ve and suppor)ve processes for educators unnecessarily difficult. 
Rather, data privacy works to establish reliable condi)ons and rou)ne processes 
for sharing personal informa)on to trusted individuals.  
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• Student data privacy and school data security are not necessarily the same thing. 
The two concepts are closely related, but a perfectly secure data system could 
technically s)ll violate a student’s individual privacy.  

• Student data privacy is far from just another rou)ne to-do item that requires 
comple)on. Data privacy is an ongoing, vitally important priority that will be 
integral for ongoing data use. Misusing data or failing to protect it properly can 
put students and en)re families at risk, so it’s key to give data privacy its due.  

Next, we’ll discuss the risks and harms that your students could experience when 
protec)ons are not in place, to add some perspec)ve to this discussion of student data 
privacy. 

What are the harms associated with poor levels of student data 
privacy?  

When schools fail to properly protect their students’ data from undue levels of access, 
the students (and their families, and the en)re school) could be at risk. There are three 
levels of harm that could happen as a result. These categories are as follows (Student 
Privacy Compass, 2021):  

• Real harm to the student: Aber a data leak or unsafe data access, the students 
involved may experience harm to their reputa)on,  emo)onal, or even physical 
harm.  

• Legal consequences: If the school officials do not protect their students’ data 
well, they may face fines or lawsuits for their failure to comply with the relevant 
privacy regula)ons.  

• Public rela)ons repercussions: If there is a data leak or misuse of data at your 
school, you may be able to work quickly to avoid legal sanc)ons. However, if your 
community at large realizes that your school was opera)ng in an irresponsible or 
unethical way, the reputa)on damage done to your school could poten)ally be 
permanent.  

Since ac)ve, actual harm to your students is likely one of the highest priori)es at your 
school, it’s a good idea to be very aware of the dis)nct risks that your students face with 
irresponsible privacy protec)ons. These include (Student Privacy Compass, 2021):  
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1. Excess commercializa)on: If companies or organiza)ons get too much access to 
student data, they may start to target that student or students with similar 
demographics with excess adver)sements. While on some level this may seem 
innocuous, it can lead to adverse mental health situa)ons.  

2. Concerns about equal access: In any given community, some students will have 
significant access to internet-enabled devices. Others will have significantly less 
access. Since a great deal of data input and privacy viola)ons tend to happen 
through internet-enabled devices, this lack of equity in access can result in 
further implica)ons regarding which children become the vic)ms of data privacy 
issues.  

3. Social harm: Perhaps one of the clearest risks associated with poor data privacy 
protec)ons is that a student could stand the risk of revealing too-personal, too-
sensi)ve informa)on. If some types of informa)on are leaked to the wrong 
audiences, the result could include cyberbullying and s)gma)za)on.  

4. Undue surveillance: This risk is one that many parents are worried about, 
perhaps for good reason. In some cases, a lack of basic privacy protec)on can 
result in over-collec)on and over-monitoring of student data. If students are 
aware of this, they may lose their interest in learning, or feel like they can’t be 
adventurous while they’re online.  

5. Records of unhelpful permanence: The length of )me that ins)tu)ons retain 
records of student events—in par)cular, the mistakes that students may make—
can harm the future chances of success that students can enjoy.  

6. Opportunity loss: Overly-transparent student data can help administra)ons make 
decisions that could reduce access for specific groups of students. This could in 
turn result in reduced opportuni)es for that group of students.  

7. Access to inappropriate content: Without proper data protec)ons, students may 
find that they’re able to access content online that isn’t appropriate for their 
viewing.  

8. Physical safety: Finally, if some groups of people are allowed access to very 
specific personal data of the students—e.g., their allergy and health informa)on, 
or even their personal home or email addresses—they could misuse or leverage 
that data inappropriately, resul)ng in possible physical harm to that child.  
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Why is it important to maintain student privacy to ensure higher data 
equity?  

In order to be as responsible as possible with our data use, it’s key to go further than 
merely being compliant with the laws and regula)ons in our area. Instead, we must 
priori)ze the crea)on and maintenance of privacy policies that are geared to ensure a 
high-quality, ethical, and equitable educa)onal experience for all of our students 
(Student Privacy Compass, 2021).  

If a privacy policy is to be truly equitable, it needs to minimize the risk and harm done to 
students who belong to tradi)onally marginalized groups. Data ethics is slightly different. 
Here’s a working defini)on:  

Data ethics concerns the way that stakeholders use, govern, and protect data to 
minimize the risk and harm to students. Examples of the ways that data can be used 
ethically include the crea)on of policies that guide data governance and the crea)on 
and maintenance of prac)ces surrounding data collec)on, reten)on, access, purpose, 
and use. An ethical data policy will include informa)on surrounding inappropriate and 
appropriate data use to make the standards clear for everyone (Student Privacy 
Compass, 2021).  

Data ethics must come first; only aber ethical data prac)ces are established can we work 
toward data equity. Data equity focuses on the use of data—from individual to 
aggregate sets—to help understand and then remove systemic barriers to the success of 
our students (again, par)cularly marginalized groups).  

Prac)ces that point toward equitable data use include audi)ng data regularly, as well as 
our data prac)ces and data systems themselves, and loca)ng and making plans to 
reverse any exis)ng discrimina)on or bias. Some common forms of bias and 
discrimina)on that this audi)ng can find would be unequal forms of surveillance and 
unequal forms of discipline (Student Privacy Compass, 2021).  

A school system working toward full data equity will priori)ze including the student and 
the family in its decisions regarding data use. This must include regular, transparent 
communica)on regarding the students’ needs, what they’re experiencing, and 
informa)on about the students’ right to their own data (Student Privacy Compass, 
2021).  

One of the reasons that it’s key to work beyond minimal compliance to privacy 
protec)on standards is simple: It’s possible for a prac)ce to be technically in line with 
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FERPA’s regula)ons, but it may be unethical or inequitable in some other way. For 
example, wholly legal privacy protec)on standards could s)ll allow schools to (Student 
Privacy Compass, 2021):  

• Draw unfounded or inappropriate conclusions about their students 

• Make key inferences that fuel policy decisions that are based on biased data 

• Rely on logical fallacies in order to make apparently reasoned decisions 

• Cherry-pick the data in order to present an analysis in line with a predetermined 
story 

• Exhibit confirma)on bias 

These, among other poor prac)ces related to data use, can lead to real harm for 
marginalized popula)ons (or any group of students). In order to minimize that harm, 
therefore, we need to pursue a system that is both legal, ethical, and equitable (Student 
Privacy Compass, 2021).  

What would a culture that fully celebrates privacy look like?  

If all we needed to do to fully protect student data was get school leaders and district 
administrators on board, we wouldn’t have an issue. Unfortunately, we need to go 
further. Everybody who has a stake in the quality of our educa)onal processes—
community members, students, parents, investors, instructors, and administrators—will 
need to work in a specific way to protect and responsibly use student data. All of these 
en))es need to work together to establish and maintain a culture of privacy. In a culture 
of privacy, all involved par)es know that data needs to be protected and are willing to 
put in the work to achieve that goal (Student Privacy Compass, 2021).  

Doing this is not immediate or easy. A privacy-centric culture requires legal support, 
well-maintained data systems, professionals who know how to vet and onboard new 
management and Edtech tools, and consistent training of all members of an academic 
community (Student Privacy Compass, 2021).  

The roles that individuals may have in their communi)es and what prac)ces they may be 
able to perform in order to establish well-protected student data vary, and may include 
the following (Student Privacy Compass, 2021):  
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• Leaders of schools and districts can work toward analyzing, researching, and 
wri)ng robust privacy policies that detail expected prac)ces and procedures. 
Then, leaders can priori)ze proper training of all educators and staff. Finally, 
school leaders can facilitate consistent, effec)ve, and open two-way 
communica)on with all members of an academic community.  

• Educators can focus on professional development that centers on student data 
privacy, as they’re enabled and given the room and resources to do so by their 
school leaders. They can then work to share key informa)on with families and 
students about student data collec)on. Finally, educators can work to make sure 
that they select programs and tools that are well-ve_ed and set up to provide 
protec)on for their students.  

• Parents and caretakers can dedicate their )me toward learning the laws that will 
protect their students’ data, and work to make sure that they understand their 
own parental rights as partners on their children’s educa)onal journey. With this, 
they’ll be more empowered to protect their children from harm. As informed 
members of their academic community, they can then advocate for be_er privacy 
systems and training. Finally, they can speak frankly with their children about 
good data prac)ces, so that students themselves feel empowered to act in a 
responsible and safe manner online.  

• Students themselves can focus on learning good digital literacy skills, manage 
their iden)ty and )me online with care, and educate themselves (perhaps in 
partnership with their parents or instructors) on their own school’s privacy 
programs and local regula)ons. This way, they’ll be able to work to keep 
themselves safe and be on the alert for any possible dangerous data prac)ces 
occurring in their schools.  

In our discussions regarding school equity, we’ve concentrated on the ways educators 
can equitably serve students from poor socio-economic backgrounds or from minority 
groups that are oben the target of discrimina)on (Student Privacy Compass, 2021).  

In this final part of the second sec)on of this course, we’re going to discuss a few of the 
ways that educators can work to support students with special needs as they pursue a 
high-quality educa)on.  
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What rights do students with disabili)es have at school?  

The short answer is simple: All of the rights that their more tradi)onally-abled peers 
have, along with some addi)onal supports to help ensure that their educa)onal access 
and experiences are equitable.  

Since there are so many different ways in which a student with special needs could 
require support, the related laws are numerous and can be extremely difficult to 
understand. To help clear up some of the confusion, we’ll review some of the major 
laws, associated guidelines, and ways schools can implement them strategically in this 
sec)on (ADA Na)onal Network, 2018).  

In the United States, there are three primary laws that oversee the rights of students 
who have special needs and are enrolled in public schools. These are: 

• The Individuals with Disabili)es Educa)on Act (IDEA) 

• Sec)on 504 of the Rehabilita)on Act 

• Title II of the Americans with Disabili)es Act (ADA) 

As discussed above, IDEA was created to ensure a free and appropriate educa)on for 
those with special needs. This act, along with Sec)on 504 and Title II of the ADA were 
passed at dis)nctly different )mes in history, so they tend to address the issues that 
were most glaringly prevalent at the )me. The ADA is the most recent of these laws; it 
was passed in 1990. As with the other regula)ons, it is cri)cal to stay abreast of the 
necessity for ADA compliance (ADA Na)onal Network, 2018). 

Although these three laws have similar goals, since they were not necessarily laid out at 
the same )me with the same plan, they can be confusing to uphold or examine in 
prac)ce. Here, we will examine how these laws are different, so you can be an advocate 
for parents and students who may need help understanding them or can make choices 
based on how your school is going to implement them (ADA Na)onal Network, 2018).  

What does each of the primary laws protec)ng student disability 
rights cover?  

Each of the above laws - the ADA, Sec)on 504, IDEA - work to address a different part of 
the educa)onal experience of a student living with a disability. 
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The ADA, as the most recently-established law, is perhaps the broadest. Under the ADA, 
all individuals who have disabili)es in the United States are assured of basic civil rights 
protec)ons. This law covers educa)on, but also many other aspects of life (including, for 
example, the right to different op)ons for viewing a website or watching a movie with 
sub)tles). Title II of the ADA speaks more directly to the student experience at public 
schools. Under ADA’s Title II, public schools cannot discriminate against students with 
disabili)es (ADA Na)onal Network, 2018).  

Under Sec)on 504, all people who live with disabili)es who enjoy the support of a 
program that receives federal funding (such as a public school) should be assured of 
basic civil rights protec)ons. There are some areas of overlap between the ADA and 
Sec)on 504, as we’ll touch on next. For now, remember that neither Sec)on 504 nor the 
ADA is a law that provides funding; rather, they simply enforce the necessity for 
nondiscrimina)on (ADA Na)onal Network, 2018).  

IDEA is a li_le different. Under IDEA, eligible students with disabili)es must have access 
to a free appropriate public educa)on (or FAPE), and that educa)on must occur in the 
least restric)ve environment (or LRE) possible. These two acronyms represent legal 
terms with strict defini)ons. Unlike the other two laws, IDEA does provide schools with 
federal funding to support students eligible under IDEA (ADA Na)onal Network, 2018).  

A li_le confusingly—perhaps due to the different )mes these laws were established—
these laws contain different defini)ons of disability, varying requirements, different 
coverage, and some areas of overlap.  The coverage for each is as follows (ADA Na)onal 
Network, 2018): 

• ADA covers a wide range of semngs, both private and public, for all individuals 
with ADA-defined disabili)es.  

• IDEA covers individuals with IDEA-defined disabili)es in school. “School” here is a 
general term that covers academic experiences from preschool through 
postsecondary educa)on, as well as health, employment, welfare, and social 
semngs and func)ons that rely on federal funding.  

• Sec)on 504 covers children with defined disabili)es from their birth through 
gradua)on or age twenty-one. Sec)on 504 may include some early interven)on 
services available in some cases.  

31



How do these disability laws define disabili)es?  

As the above summary of coverage under disability laws indicates, the legal defini)on of 
a disability is extremely important for determining the level of support mandated in a 
specific student’s situa)on (ADA Na)onal Network, 2018).  

To make things a li_le less complicated, both the ADA and Sec)on 504 work with the 
same rela)vely broad defini)on of disabili)es. IDEA makes things a li_le more limited. 
Here’s where these defini)ons lie (ADA Na)onal Network, 2018:  

• The ADA and Sec)on 504 define a person with a disability as “A person who has a 
physical or mental impairment that substan)ally limits one or more major life 
ac)vi)es, a person who has a history or record of such an impairment, or a 
person who is perceived by others as having such an impairment.”  

• IDEA’s defini)on is a li_le more concrete, describing their target demographic as: 
“A child with specific disabili)es who, by reason thereof, needs specially-designed 
instruc)on and related services.” IDEA goes on to list out those specific 
disabili)es, from au)sm to orthopedic impairments to trauma)c brain injuries 
(ADA Na)onal Network, 2018).  

How do schools determine eligibility under the various United States 
disability laws?  

The above defini)ons help determine whether a specific individual is eligible to receive 
benefits or support under a law or not, and where the funding to fuel that support will 
come from. 

This makes determining ini)al eligibility a li_le more straighlorward than one might 
expect: To receive protec)ons under the ADA, Sec)on 504, or IDEA, a person needs to 
meet the defini)on of disability under that law. This may mean that the individual needs 
to work with a medical or behavioral health professional to obtain an official diagnosis. 
Since the defini)ons for disability under the various laws are a li_le different, it’s also 
possible for a student to receive support and coverage under the ADA and Sec)on 504 
(the non-discrimina)on laws), but not necessarily IDEA (the specially-designed 
instruc)on law). For example, if students have diabetes and require certain medica)ons 
or specific dietary support, but tend to perform well in school without addi)onal aid or 
modifica)ons, they might be protected from discrimina)on under the ADA and Sec)on 
504, but they may not require or qualify for addi)onal academic accommoda)ons. 
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However, a student who has dyslexia and may not be able to keep up easily at school 
could qualify for coverage under all three laws (ADA Na)onal Network, 2018).  

What is an IEP?  

As an educator, you may already be familiar with one of the methods of support that 
qualifying students receive under IDEA. This is the individualized educa)on program or 
the IEP. Qualifying students receive a specific, wri_en document that iden)fies the 
services a student will require and will receive. This plan will be developed as a 
collabora)on between school staff and parents.  

Alterna)vely, students receiving non-discriminatory support under the ADA and Sec)on 
504 may not receive a specific, documented ac)on plan. Some)mes, under Sec)on 504, 
students may receive a wri_en plan describing the services provided, but this is a best 
prac)ce and not necessarily a mandated deliverable requirement (ADA Na)onal 
Network, 2018).  

What is meant by the least restric)ve environment? 

Under IDEA, qualifying students with disabili)es have the right to an educa)on that 
occurs within the least restric)ve environment. This means that the semng of the 
received educa)on is very important. Children who live with disabili)es must receive 
educa)on alongside their peers without disabili)es if at all possible. They must receive 
the supplemental services and aids that will allow them to accomplish this least 
restric)on goal. In the past, there has been a presumed idea that children with 
disabili)es should all be educated together, separate from their peers without 
disabili)es. This is not the case. Instead, it is vastly preferable that children with 
disabili)es should only be removed from the classroom environment when this is 
absolutely essen)al for mee)ng their needs (ADA Na)onal Network, 2018).  

Sec)on 504 and the ADA’s Title II also make it clear that educa)ng students with 
disabili)es in the same classroom semng as their peers without disabili)es is preferable. 
This is, generally speaking, what is meant by the least restric)ve environment (ADA 
Na)onal Network, 2018).  
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Sec)on 2 Reflec)on Ques)ons 

• Do you feel that your school has a good system for suppor)ng students with 
disabili)es?  

• Does your school priori)ze student data privacy protec)ons?  

• Do you feel that you have a working understanding of the limits of 
confiden)ality?  

• What types of data do you collect and work with in your classroom? What do you 
think would happen if someone with malicious intent could access that data?  

Sec)on 2 Summary 

Suppor)ng our students in the most ethical way possible oben involves ensuring that we 
protect their rights, their data, and their privacy. This involves iden)fying the 
informa)on we have about our students’ lives that is most sensi)ve and maintaining 
systems that are geared toward protec)ng that informa)on at all costs.  

For students with disabili)es, this may include health informa)on. In order to maintain a 
truly equitable environment, it’s key that our schools know how to support students 
who may require more help than others. Having a working knowledge of the regula)ons 
surrounding students with disabili)es can help educators work toward that aim. 

In the third and final sec)on of this course, we’ll discuss some prac)ces that educators 
and school professionals can implement to work toward an atmosphere of privacy and 
protec)on for students.  

Sec)on 3: Best Prac)ces for a More Safe and Equitable 
School  

In this course, we’ve discussed the necessity of good data privacy standards, the need 
for confiden)ality, and the need for an updated understanding of equity and equal 
educa)onal access. In this final sec)on, we’ll discuss some best prac)ces and specific 
ac)ons that educators can take to promote ethical standards at their schools.  

We’ll start with methods for promo)ng privacy protec)ons for your students’ safety.  
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What are the data privacy policies that my school and district should 
absolutely have in place?  

In addi)on to federal and state-level policies, it’s key (and essen)al for ethical prac)ces) 
that your school has its own methods for ensuring and protec)ng student privacy. Your 
policies need to provide key management informa)on to educators and administrators; 
you also need to include specific standard opera)ng procedures for classroom prac)ces 
and regular communica)on. You should make sure that your school has specific policies 
(or sec)ons/language within policies) that speak to the following subjects (Student 
Privacy Compass, 2021):  

• Vemng and Adop)ng EdTech Systems or Plalorms 

• Pos)ng and Sharing Student Work 

• Personal Social Media Use and District/School Social Media Use 

• School Directory Data and Informa)on 

• Obtaining, Managing, and Sharing Videos and Photos of Students 

• SOPs for Virtual Learning and Video Classrooms 

• Communica)on with Students and Parents 

• Destruc)on of Data 

• Requests for Informa)on from Parents 

• Sharing Student Data with Community Organiza)ons 

• Handling a Breach of Data 

• Sharing Student Data with Researchers 

We should note that your school should not only have these policies in place but should 
also share these policies with the academic community regularly or at least have them 
freely accessible for all those who wish to reference them (Student Privacy Compass, 
2021).  
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What are common parental concerns regarding student privacy and 
confiden)ality?  

As your students’ teacher, you’ll be one of the first lines of defense protec)ng their 
confiden)ality and privacy. You’ll also be one of the primary resources that your 
student’s parents have to understand confiden)ality and privacy concerns, which means 
that you may receive a lot of requests and ques)ons regarding privacy that you will have 
to know how to support. 

Here, we’ll list out some of the most common parental concerns regarding student 
confiden)ality and privacy that you could encounter (Kiesecker, 2020).  

1. Parents may ask to opt their students out of directory informa)on. The type of 
informa)on that goes into a school’s directory can vary from district to district 
and even ins)tu)on to ins)tu)on, but it typically involves a decent amount of 
student iden)fying and contact informa)on—ranging from a student’s first name 
and grade level to full name and email address. Informa)on classified as 
‘directory informa)on’ may be able to be shared about students with third 
par)es. This may be done without student or parental consent. In order to avoid 
this happening, many parents will opt their students out of directory informa)on. 
Under FERPA, schools must no)fy parents of their right to opt their students’ 
informa)on out of the directory at the beginning of the school year. This may 
ma_er to many parents, because, under the regula)ons of the United States 
Department of Educa)on, informa)on included in your school’s directory can 
include:  

1. Your students’ name 

2. Their address 

3. Their home telephone number 

4. Their email address 

5. Informa)on about where and when they were born 

6. What they plan on studying 

7. A photograph of your student 

8. A_endance data 
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9. The types of sports and ac)vi)es they par)cipate in 

10. Student ID numbers. 

2. Parents may express concern about the amount of screen )me their children 
are subjected to. Par)cularly in the remote school era post-pandemic, many 
schools may be opera)ng with several hours of Zoom (or other) mee)ngs all day, 
every single day. As a result, both students and parents might be worried both 
about the effect screen )me is having on the students and any privacy issues that 
may arise from so much internet exposure. If your school uses Zoom (or Google 
Meet, or Skype, or another similar plalorm), it’s key that your students are aware 
of what is in their backgrounds. You may get requests from parents who want 
their children to use a virtual background, or even turn off their camera in order 
to protect their privacy and their family’s privacy. You’ll have to make choices and 
responses that are in line with your school’s policy, but at the very least you’ll 
need to make sure that your students are aware that their backgrounds and video 
feeds can be seen at all )mes when the camera is on. Including a short tutorial at 
the beginning of the year on how to use virtual background sobware, on what is 
or is not appropriate as a Zoom background, or on how much camera feed access 
your school needs can help parents and students understand what is expected. 
Note that FERPA does not prohibit any parent from observing their students in 
the classroom environment, which means that parents may be able to sit in on 
Zoom calls.  

3. Aside from the specific privacy concerns possibly associated with screen )me, 
parents may ask you to maximize all opportuni)es for hands-on learning even if 
you are educa)ng remotely. Managing the amount of screen )me that your 
students are exposed to is the subject of another course en)rely, but it could be 
men)oned in the context of familial privacy concerns. Again, making the 
expecta)ons for how your remote educa)onal plans will work very clear at the 
beginning of the year may help, as will any strategies you have for helping 
students take occasional breaks from screen )me during the day. 

4. Parents may ask you detailed ques)ons about the types of apps or learning and 
communica)on plaaorms that you are using at school, as well as the poten)al 
confiden)ality and privacy concerns that may go along with these apps. In 
par)cular, parents may ask if you or your school district has screened these apps 
to ensure that their children are protected at all )mes, or whether a specific app 
is in line with your state’s privacy laws. Some parents may go so far as to see the 
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terms of service associated with specific educa)onal apps, or a list of the specific 
data that your apps of choice will be using that pertain to their child. Other 
parents will be interested in whether your school allows vendors to show ads to 
students. This is legal in some states and prohibited in others. Firstly, you’ll have 
to make sure that your school has a process in place for vemng all apps that you 
want to use in an educa)onal manner. It’ll be the best bet to s)ck with using 
online tools or apps that are completely FERPA compliant. Under United States 
Department of Educa)on guidance, you can only require a student to use a tool 
or app if it doesn’t violate FERPA.  

5. Parents may ask to see the data that exists in their child’s current educa)onal 
record. Under FERPA, this is their parental right. Your school may have policies 
regarding the frequency of parental access or the type of sensi)ve informa)on 
(e.g., privileged informa)on) that is available for access, but, generally speaking, 
guardians and parents of students should have access to most student data. 
Parents also have the right to provide updates to correct any informa)on that 
could be considered inaccurate within their student’s educa)onal records.  

6. Parents may have concerns about your school’s recommended prac)ces for 
entering student informa)on or data when making any necessary accounts on 
Edtech applica)ons. Whether you (or another staff member) makes an account 
on the behalf of a student in your classroom or you guide students through the 
account crea)on process, it may be a best prac)ce to recommend that your 
students only enter in a minimal amount of their own personal data when 
crea)ng any accounts. Parents may ask you if their children can use anonymous 
creden)als — e.g., usernames that are not associated with their name, email, or 
student ID.  

7. Parents may ask you about the amount of )me that you require students to be 
signed in to their school account during school hours. For example, if they are 
simply comple)ng online research or ac)vi)es related to school projects, do they 
need to be logged in? Or if students are engaging in non-school ac)vi)es, do they 
need to be signed into their school accounts? Do you have regular prac)ces in 
your remote classroom for making sure that your students are logged out of their 
accounts at the end of the school day or week? Parents may also ask about their 
right to clear their students’ cookies, or about using privacy-friendly browsers or 
browser extensions that remove ads from their children’s web experience or 
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don’t allow trackers to follow them online. Make sure that you are aware of your 
school’s policies in this case.  

8. Your parents may ask about the necessity of loca)on-tracking applica)ons or 
socware present in your students’ devices, par)cularly if your students are 
using Chromebooks or other school-issued devices. You may field requests from 
parents regarding their ability to turn off loca)on tracking for their student’s 
applica)ons or devices. Again, research your school’s policies, make sure that you 
give answers that are in line with what your school requires or recommends, and 
be clear about these policies from the beginning.    

9. If your school relies on any of the GSuite for Educa)on applica)ons (such as 
Google Docs, Google Classroom, or even Gmail), then parents may approach 
you to ask whether your student’s associated accounts and internet ac)vi)es 
(such as their YouTube watch history, or the terms they search on Google) are 
visible by the school. Depending on your school’s specific policies, you may be 
able to help your students (or their parents) turn off loca)on tracking and sharing 
of their associated non-school internet ac)vi)es. You may also be able to 
recommend the use of privacy-friendly Internet applica)ons, such as search 
engines that don’t necessarily use data from searches.  

10. Parents may ask about the data associated with standardized tests. When your 
students sign up for standardized tests, your school shouldn’t require or instruct 
them to fill out the associated surveys and ques)onnaires. Instead, students 
should only complete the required informa)on. Your school may consider 
including a note to applicable students that op)ng out of these ques)onnaires 
and surveys if present will not affect their scores.  

11. Parents may ask about the logis)cs and ethics of remote proctoring technology. 
It’s important to realize that some of the paradigms that are being used in remote 
educa)on can border on surveillance. For example, remote proctoring 
technology, par)cularly those involving AI, can seem unfamiliar and scary to 
parents and students alike. Review your school’s policy to see whether it’s 
necessary to use these types of technology and whether your students and their 
parents will be able to opt-out of this process and pursue an alterna)ve if desired.  
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How can I teach my young students about privacy and consent?  

To students young and old, the concept of data privacy and its importance for safety can 
be hard to grasp. For younger children especially, devices and the Internet may have only 
been an unmi)gated source of entertainment. Their own data, insofar as medical 
histories and grade reports go, maybe something they don’t really think about at all.  

However, in order to make sure that you’re able to obtain informed consent and set your 
students up to make a life)me of smart confiden)ality choices, it’s best to make sure 
that you’re pain)ng an accurate portrait of privacy for your students from a young age. 
Here are some of the best )ps we’ve found for teaching young students about consent 
and privacy (Miller, 2021).  

1. Give your students a good set of online privacy habits. Many students need rules 
to understand what they need to do, par)cularly when it’s something that feels 
rela)vely vague and unthreatening, or at least remote (like a data breach or an 
unsafe Internet privacy event). If you have younger students, it may help to 
simply set forth a set of good privacy rules and explain them in a very 
straighlorward manner at the beginning of the year. This may involve guidelines 
from the way kids should interact with websites that require login informa)on to 
specific security parameters on the educa)onal apps you use. From an early age, 
you should also empower your students to ques)on anything that seems odd to 
them, either online or in prac)ce (e.g., if they feel unsafe online, or if someone 
asks them a ques)on in real life that they don’t want to answer). Establish that 
you’re a knowledgeable, safe resource for helping deal with these situa)ons.  

2. Help your students realize what’s worth sharing. In current )mes, children are 
always going to be exposed to poten)al opportuni)es to share a great deal of 
their personal informa)on. Every )me they join a social network or even 
purchase a game, children are asked ques)ons and are even given incen)ves to 
input their personal data in exchange for some nominal benefit. Teach your 
students about the importance of protec)ng their personal data. Tell them that 
there are only certain situa)ons in which they should divulge important 
informa)on, and give your students alterna)ve op)ons (e.g., an email address 
just for gaming, etc) that they can use to do the things they want in a safer, more 
private manner.  

3. Help your students use good password protec)ons. Children can oben use 
passwords that are overly simple, and they may use that password for more 
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accounts than, perhaps, is safe. Help your students come up with crea)ve 
methods for genera)ng their own passwords (don’t let them tell you their 
op)ons!). Encourage students to have passwords on all their devices (laptops, 
phones, tablets) as well. 

4. Teach your students how to use social media safely. While social media can be 
wonderful for quick communica)on, par)cularly in a remote educa)on era, there 
can be many dangers associated with being overly vulnerable on these apps. Help 
your students realize what’s safe to share and what may be oversharing. Make it 
clear that your students can come to you, a parent, or a trusted school counselor 
in the event that they experience anything that makes them uncomfortable 
online. Remind your students, too, that as strange as it may feel to imagine, not 
everything that they say through their messaging apps and related services is 
really private.  

5. Educate your students about the power of clickbait. Unfortunately, your 
students do need to be aware that there are people on the internet who will take 
their data and use it against them. One of the ways that these people can obtain 
your students’ data is if they click on shady-seeming sites; which, to a young 
student, might just seem like an especially a_rac)ve piece of fun informa)on. 
Make sure that your students are aware of what could happen in the event of a 
data breach, and empower them to walk away from stranger solicita)ons and 
clickbait on the internet. 

6. Tell your students about the importance of keeping some details secret from 
most people. The concepts of privacy and confiden)ality can be difficult for 
young students to understand; they may have been used to being fairly open 
about what’s happening to them with their family and close friends. Your 
students will need to know that their grades, health data, login informa)on, and 
other private and important pieces of informa)on need to be kept private or 
shared with very specific people (e.g., parents).  

7. Become a good role model for privacy and confiden)ality yourself! In order for 
your young students to learn good data management prac)ces, they’ll need to 
see someone else doing it well. Don’t ask your students poten)ally privacy-
viola)ng ques)ons, don’t overshare with them, and don’t have any personal 
social media accounts that your students can easily find. If you exhibit prac)ces 
that make it clear that you value data privacy, it’ll make it easier for your students 
to emulate these rou)nes. One specific example that may make a difference in 
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your classroom may occur when you ask your students to download a new app or 
tool for academic use. As you walk them through the setup steps, talk about what 
you and your team have already done to validate the app, what types of security 
ques)ons to use (and not to use), and why you feel that this is a safe app to use. 
Later, when students start downloading their own media and naviga)ng the 
internet on their own, they’ll have an idea of the types of prac)ces they should 
be implemen)ng before they simply download sobware or start answering 
security ques)ons.  

What are some specific prac)ces I can implement to safeguard school 
records and protect confiden)al student informa)on?  

Especially with younger children, you’re going to need to have some prac)ces in place to 
help protect their data. As you help educate and empower your students to protect their 
own informa)on, you should also establish ways to safeguard their data from your end. 
As their teacher, they trust you to help protect them; and, as a member of the staff at 
your school, you will be required to have access to much of their sensi)ve informa)on. 
Your informa)onal access may go far further than mere academic informa)on about 
your student, aber all; you may have access to significant knowledge about your 
students’ families, interests, personal health, and more.  

As an educa)onal professional, you are required to work under an array of regula)ons, 
laws, and ethical obliga)ons that make it clear that you need to avoid disclosing 
sensi)ve informa)on and protect your students as much as possible. Your school may 
have already provided considerable training to make this easier to facilitate on your end. 
Here, we’re simply going to emphasize five simple prac)ces that you may be able to 
incorporate into your rou)ne to keep you and your students protected as you use their 
informa)on to support them in a licit way (Chapple, 2019).  

1. Minimize the amount of data you’re collec)ng from your students in the first 
place. This may seem obvious, but it’s one of the best ways that you as a school 
can help reduce the amount of vulnerability your students and their families 
experience. In the privacy protec)on industry, this is known as ‘minimiza)on,’ and 
it’s well-known as a simple yet effec)ve step that can reduce the risk of the 
malicious or uninten)onal disclosure of protected informa)on. (Aber all, if 
schools simply don’t have sensi)ve data, there’s no way that they can even 
accidentally lose all control of that sensi)ve informa)on.) Your school may need 
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to reconsider the data that it’s been collec)ng for years. For example, while many 
schools collect social security numbers, there may not really be any good reason 
for schools to do this. The United States Department of Educa)on even makes 
clear that parents don’t need to disclose social security numbers with officials at 
their children’s schools. As social security numbers cons)tute very sensi)ve 
informa)on that could cause consequen)al harm in the wrong hands, it may not 
make sense to allow even accidental access to this informa)on by school staff. If 
your school rou)nely collects seemingly very sensi)ve informa)on without a very 
clear purpose and associated stringent security prac)ces, you may consider 
reviewing these data collec)on prac)ces.  

2. Rou)nely get rid of any student records that are no longer necessary. In the 
same vein as the previous point, your school should really work to ensure that it’s 
not maintaining records that aren’t useful for its immediate needs. To the extent 
that you keep historical records as may be helpful for reference for previous 
students, you should remove any sensi)ve data from these records so they are 
just for informa)onal purposes. If you’re able to purge old records, you will be 
able to lower the number of families that are associated with a poten)al data 
breach. In your school’s data management policies, you should set a standard 
length of )me for your record reten)on. For different categories of student 
records, you need to make it very clear what types of informa)on are retained for 
a specific amount of )me. For example, your school may decide that some 
informa)on is worth keeping permanently (e.g., the types of course-level grades 
that could help your school issue transcripts for students even years aber the 
fact). You might decide that student personal data files need to be removed 
shortly aber the student graduates, and disciplinary data can be removed on a 
yearly basis (or something similar). Very personal data that’s required for very 
specific purposes —e.g., residen)al u)lity bills from parents required to prove 
their residency — may only need to be reviewed very quickly before they are 
expunged from school records.  

3. Establish data encryp)on prac)ces for the data you do retain — both for long-
term reten)on and for any transit purposes. Aber you’ve minimized the data you 
need and purged some of the data you no longer require access to, you’ll need to 
make sure that the data which remains is as safe as possible. With both technical 
security methods and administra)ve behaviors, you can work to ensure the 
highest level of security possible. Your school district may need to invest in strong 
encryp)on methods and other technologies, as well as security methods for your 
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network to ensure that any protected informa)on sent via that network is as safe 
as possible. From an administra)ve standpoint, making sure that as few people as 
possible (or as necessary) have access to protected data will make a data breach 
less likely, and much easier to inves)gate should an inves)ga)on prove necessary. 
If your school issues devices to students, you’ll need to make sure that both the 
devices themselves are secure and that students have op)ons for secure internet 
access (perhaps through VPNs) while they are at home. 

4. U)lize the principle of lowest or least privilege when assigning security 
permissions at your school. According to the principle of least privilege, all users 
that have access to data at your school should only have the minimum amount of 
access necessary in order to perform their jobs well. Many )mes, schools simply 
give everyone the same (generous) level of data access, because this is much 
more convenient than going in and determining which roles require certain levels 
of clearance. Doing so exposes the associated data to more risk than is necessary. 
It also makes inves)ga)ng a data breach much more nightmarish. Instead, work 
with your IT administrator to impose the principle of least privilege whenever 
possible in your school’s data privacy systems.  

5. Make sure that your IT administrator is monitoring all user ac)vity across school 
networks. This doesn’t have to be a hugely onerous ac)vity; many schools 
already have sobware that will allow some type of tracking system regarding who 
accesses certain files. (Windows file servers have this audi)ng capability.) This will 
make it much easier to iden)fy suspicious ac)vity. It can also reduce the number 
of a_empts to breach data that people can make in the first place, since people 
who have malicious intent for data will know that their usernames will be 
associated with a specific file ac)vity and )mestamp.  

How can teachers protect privacy in the classroom?  

We’ve discussed school privacy policies at length, and it’s vital to make sure that your 
school has programs for student privacy at the district or ins)tu)on level. However, it’s 
even more important to make sure that you’re prac)cing them and protec)ng your 
students in your own classroom. This means that teachers need to have the knowledge 
and training to help them make privacy decisions on a daily basis that are in the best 
interests of their vulnerable students (Student Privacy Compass, 2021).  
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This type of informa)on also needs to be accessible and easy to prac)ce. Why? Teachers 
already have enough on their plates. They’re already performing a daily balancing act 
that requires them to monitor their students’ health and safety from many different 
angles. Simply asking them to monitor student privacy as well without further resources 
would be unfair and unmanageable. To help work toward that goal, it’s a good idea to 
begin with transparency. Teachers need to feel comfortable asking ques)ons about 
privacy and learning more about the topic. Then, they can be true advocates for their 
students (Student Privacy Compass, 2021).  

Here are some ac)on items teachers can pursue (and schools can help them pursue) to 
prac)ce privacy-protec)ng ac)ons in the classroom (Student Privacy Compass, 2021).  

• Teachers can work to learn more about the differences between security, 
confiden)ality, and privacy. 

• Privacy can refer to simple access. The concept that student data should 
remain private means that things like grades, demographic informa)on, 
and assessment results should only be shared with people that students 
deem appropriate for this level of access.  

• Confiden)ality becomes a concern aber a student chooses to share private 
data. This refers to the idea that people who have knowledge or access to 
private data exercise that privilege responsibly.  

• Teachers can help empower students to realize that they have the power to share 
the informa)on that they want to share with the people they want to keep 
informed. Part of this responsibility includes helping students understand that 
personal informa)on is oben very important, and the people who have access to 
that informa)on can have a large amount of say over how a student’s educa)onal 
experience plays out.  

• Teachers can prac)ce confiden)ality by sharing private informa)on about 
students only with people who need to know it in order to help provide the best 
support possible to the student. A teacher prac)ces confiden)ality by ac)ng in a 
way that inspires student confidence in their trustworthiness.  

• Teachers can also work to establish and prac)ce great security prac)ces in their 
classrooms. For example, early on in the year or semester, they may communicate 
with students the privileges and rights concerning their own data, as well as 
prac)ces to avoid (e.g., sharing passwords with friends).  
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• Teachers can choose technologies and data collec)on systems that are safe. 
There’s no gemng around the fact that teachers work with huge amounts of 
student data (from observa)ons and anecdotal notes to private conversa)ons 
with students and confiden)al test results). It’s clear that teachers will need a way 
to organize and manage this data. In finding tools and systems to help them do 
so, educators should priori)ze op)ons that protect privacy. 

• This can include such op)ons and prac)ces as double-checking the people 
who have access to documents on Google Docs prior to every document 
update and audi)ng the rights (edit, share, etc) that every person with 
access has. If you opt not to use a cloud-based plalorm like Google Drive, 
simple measures for managing privacy with physical measures involve the 
disuse of external storage drives (which can be stolen or lost easily) or 
using high-quality passwords with facial or fingerprint recogni)on. 
Teachers can also work with their school’s administra)on and IT 
department to vet the plalorms and tools they wish to use in order to 
ensure that they are safe.  

What other responsibili)es do teachers have in terms of privacy 
protec)on?  

It’s key to realize that respect and awareness of student privacy privileges and rights 
have grown precipitously in recent decades. Since this is the case, it can seem that 
teachers bear a stronger responsibility than, perhaps, ever before to help protect 
student privacy. Situa)ons that may have been leb up to teacher discre)on in the past 
are now mapped out with high levels of legal detail.  

In order to best support students and remain in compliance with the various laws that 
work hard to protect student rights and disabili)es, there are concrete ac)ons that 
teachers can take. This non-exhaus)ve list of ideas includes (Davis, 2020):  

1. Prac)cing grade confiden)ality. In an age of transparency, it can be easy to 
wonder why it’s so important to keep grades private. Many of us may remember 
past educa)onal paradigms in which it was completely legi)mate to post public 
grades. As one of the main responsibili)es teachers have is to assess their 
students’ progress and provide feedback, it’s important to know who you can 
report grades to and who may not need to know this informa)on. It’s always best 
to check your school’s par)cular policies just in case there are unique situa)ons 
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in place informing local prac)ces, but, in general, teachers do have the 
responsibility to disclose student grades to parents and legal guardians. One 
excep)on can involve test scores from standardized tests. However, this 
informa)on, in order to be shareable beyond the family unit, needs to be de-
iden)fied. If you are a teacher that employs peer or group grading as a strategic 
learning tool, it may be the case that this does not violate confiden)ality laws, 
but you will need to double-check with your local regula)ons to make sure. 
Outside of this situa)on, teachers may not share student grades with people who 
are neither the relevant student nor their parents.  

2. Prac)cing medical privacy. As an educator, you may have access to your 
students’ medical files. Much like grades, this private informa)on should not be 
disclosed to anyone who is not the relevant child or a parent (or legal guardian). 
However, as a teacher, you may also be opera)ng under the responsibility to 
disclose suspected medical issues. If you observe signs that your student may 
exhibit that could relate to a possible medical issue, you may need to inform the 
student’s parent. This is the only en)ty that should require this informa)on. At 
the same )me, FERPA prohibits teachers from subjec)ng children to assessments 
that could be used to help them determine whether a student has a medical 
issue without parental consent. Parents have the right to refuse this sugges)on in 
all cases.  

3. Exercising the responsibility to report with care. In order to remain compliant 
with student privacy laws and invest in your rela)onships with your students, it’s 
a good idea to keep the majority of informa)on disclosed to you by your students 
simply between you and your students. However, if a student discloses 
informa)on to you which makes it clear that he or she may be in danger—e.g., if 
the student men)ons suicidal thoughts, illicit substance use, or abusive situa)ons 
at home—you have the responsibility to report this informa)on to someone who 
can help (e.g., authori)es, officials at your school, or the students’ parents, as 
would make sense given the nature of the concerning informa)on). This is 
because teachers have a basic responsibility to act in the well-being of the 
student above all else. 

In addi)on to privacy and fairness concerns, there are other cri)cal ways that teachers 
can work toward equitable and empathic educa)onal experiences in their classroom.  A 
compassionate and empathe)c school community can play an invaluable role in working 
toward a truly ethical atmosphere for all of its members.  

47



What are some specific ways that educators can work towards true 
equity in their classroom?  

Establishing true equity in your educa)onal system is going to be the work of more than 
one teacher. This will have to happen as the result of hard work over many years, by 
many people.  

That’s not to say that star)ng small is a bad idea, or that your classroom prac)ces will be 
ineffec)ve; it’s just to help with some perspec)ve. You can start the work of forming 
more equitable educa)onal prac)ces in your classroom by considering some of the 
following prac)ces in your teaching endeavors (Lexia, 2021):  

1. Try not to assume things (or recognize that you are likely assuming things more 
ocen than you may realize). One of the first steps toward disrup)ng 
discrimina)on is to realize that it is a pervasive problem. We were all brought up 
with prejudice and bias; we all make assump)ons based on what we perceive. 
When we no)ce that a reader in our classroom is struggling, our brain wants to 
find a reason for that — and, so, oben, we do. Equity starts with realizing that we 
are making assump)ons about our students based on their backgrounds. Working 
to iden)fy these inferences and rethink any decisions or behaviors we are making 
surrounding them is a good prac)ce for any ethical educator. These assump)ons 
and prac)ces may oben come from a well-meaning place: For example, if you 
know certain students are from a low socioeconomic background and are 
struggling with literacy, you may naturally start to ‘cut them some slack’ and 
harbor lower expecta)ons from those individuals, because you assume that this 
will be easier for them and that (due to their background) they may just not be 
able to keep up with your students with more advantages and resources. This 
does those students a disservice. As one expert noted, “it is impossible to predict 
anybody’s preferred learning style based on a single dimension of her iden)ty and 
… nobody, regardless of iden)ty, learns the same way regardless of what he is 
learning.” Check your assump)ons and associated behaviors, and start to do so 
on a daily basis.  

2. Rely on data. Once you’ve been able to iden)fy and work toward resolving your 
assump)ons and expecta)ons, you can start to use hard data to iden)fy how to 
support each of your students equitably, efficiently, and ethically. Look at how 
your students are actually performing to see where they are in their learning 
journeys, what their real strengths and weaknesses are, and what (based on your 
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experience and exper)se) it would take to help those students grow in the 
specific ways they need to in order to be high-achieving individuals. If those 
students require more support than others to get to the expected achievement 
for their grade level, that’s okay. Part of being an ethical instructor is 
acknowledging that, and working to help support students as they require it.  

3. Use targeted and explicit instruc)on. If a student requires an interven)on or 
increased support from you, don’t be vague about it — to the student, or to the 
administra)on. At the same )me, don’t phrase it in a way that will put the 
student down: It’s not a bad thing to require more support, and a student should 
not feel shame for being in that situa)on. Instead, approach this step with the 
same objec)ve focus as you would assessing hard data. Provide those students 
with a personalized learning structure with specific informa)on that they can use 
to delve into their skills. Re-review this learning structure as necessary if the 
students con)nue to struggle. This will likely require a lot of focus, dedica)on, 
and extra )me from you. Since this is the case, rely on the final step.  

4. Make sure that your colleagues are similarly engaged. All educa)onal staff in 
your school, from teachers to aides to administrators, should be working with 
these same equitable focuses in mind. If a student or group of students is 
struggling and requires more support, )me, and resources in order to achieve the 
same outcome as other groups of students at your school, no one teacher should 
be taking on the brunt of the effort associated with that goal. Instead, bring it up 
at school mee)ngs, and collaborate with other educators to develop and refine 
effec)ve and efficient teaching techniques that you can crea)vely use to provide 
struggling students with empathe)c, high-achieving educa)on.  

How can I work toward a more empathe)c and ethical school culture?  

As we conclude this course, let’s talk about what may be an end goal for an ethical 
educator: Crea)ng an empathe)c school culture in which every member of the 
community is working with each other to achieve common goals of excellence.  

It may not be immediately clear why empathy and ethics are created. For one thing, 
having empathy makes ethical nuances and decisions much easier. People who exhibit 
empathy are much less likely to act maliciously toward one another. People who are 
more empathe)c are able to understand the people around them more and work be_er 
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with their peers, classmates, and colleagues (Harvard Graduate School of Educa)on, 
2018).  

Several studies have been able to show that when students invest in being empathe)c, 
they’re able to display be_er rela)onships, fewer aggressive behaviors, be_er 
communica)on skills, and higher academic achievement. Helping your students grow in 
this essen)al trait can be complex, but is one of the best ways to help all of your 
students safely meet their goals (Harvard Graduate School of Educa)on, 2018).   

Oben, developing empathy is boiled down to simply imagining that you’re walking in 
someone else’s shoes. This advice may be difficult for some students to imagine, so they 
will likely need prac)cal assistance in growing this skill. Your students all have the 
capacity to be empathe)c people, regardless of their background, health, or status. One 
of the most important ways that they will learn this important life skill is by taking cues 
from people who are empathe)c. All of the adults at your school - from teachers to 
administrators, cafeteria workers, and bus drivers - will have a role to play in modeling 
empathe)c and ethical behavior (Harvard Graduate School of Educa)on, 2018).  

As an adult modeling empathe)c behavior for your students, you can help your students 
expand their ‘circle of concern.’ As a rule, students tend to feel more empathy for those 
close to them in proximity, or those who have similar life experiences. One of the 
important lessons that students need to learn in school is that it isn’t enough for their 
circle of concern to be so narrow. Students (and adults, for that ma_er) must exhibit 
empathy for everyone, especially those who may have had different life experiences 
(Harvard Graduate School of Educa)on, 2018).  

When teachers fail to treat each of their students empathe)cally and equitably, 
regardless of the differences that may be apparent among their students, young 
individuals learn that they do not have to treat everyone with empathy. They learn that 
they can treat people with different backgrounds and beliefs differently. When teachers 
model different treatment of different people - even if such treatment is meant kindly, 
like lowered expecta)ons for certain groups of people - they model that behavior for 
en)re classrooms of impressionable students (Harvard Graduate School of Educa)on, 
2018).  

Where we can start to create the bridge from empathy to something even more helpful - 
to truly build an ethical school culture - is when we can help students realize that we 
need to take the leap from being empathe)c people to ac)ng in an empathe)c manner. 
Instead of assuming that we’ll know what to do when we feel concerned, we need to 
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help coach students so they will realize how to take ac)on to do what is right. Again, we 
can only help students realize this skill if we (and the other adults they see at school) 
model this behavior for them (Harvard Graduate School of Educa)on, 2018).  

Before we can work toward that end, we need to help iden)fy and reduce the barriers to 
empathy that may exist in our academic communi)es. These obstacles are things that 
may get in the way of our no)cing that other people may be experiencing difficulty or 
from ac)ng upon that ini)al feeling of concern. These barriers may also simply create 
distance between people, which can result in a feeling of indifference. Barriers to 
empathy include stereotypes, magnified differences of opinion, )ny circles of concern 
(that are reinforced and incen)vized to stay )ny), clearly unethical behaviors modeled by 
adults, a feeling of danger or a lack of safety at school, and poor mental health prac)ces 
within the academic community (Harvard Graduate School of Educa)on, 2018). 

To more successfully establish an empathe)c, ethical, and equitable school environment, 
schools need to complete the five following steps (Harvard Graduate School of 
Educa)on, 2018).  

1. School staff must model empathy for young students. This can be easier said 
than done, but without showing students how to be empathe)c, any instruc)on 
on this subject will be essen)ally moot. When you get frustrated with students, 
pause, and try to imagine what they may be experiencing before responding. If 
you need a moment, verbally reflec)ng the feelings your students may be 
experiencing or the apparent ra)onale for their behavior may establish common 
ground. It can also be helpful to follow up on your students’ non-verbal cues. 
No)ng that your students are slumping over in their chairs or appearing 
withdrawn, for example, and following up with a kind ques)on instead of an 
immediate reprimand can go a long way. Responding to student feedback and 
using student input can also help show students that you really listen to them, 
which will in turn pave the way for them to start listening to others.  

2. School staff must teach students what empathy is. Empathy can be a difficult 
concept to grasp. Children are benefits-minded, so we need to show them why 
they need to expend effort when it comes to being nice to other people. Explain 
to your students why empathy is key: Why it improves classrooms and the overall 
school community. Tell your students that it’s important they prac)ce empathy 
for people beyond their immediate circle of friends. Give them concrete examples 
of ways they can prac)ce empathy, so you’re not relying on student crea)vity to 
make it happen .  
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3. Schools need to create opportuni)es to prac)ce empathy. Simply telling 
students about the concept of empathy and then expec)ng students to perform 
empathe)c ac)ons in real-life scenarios isn’t realis)c. (We wouldn’t do that for 
any other important skill, would we?) Crea)ng opportuni)es to imagine what 
another person might be feeling, role-playing scenarios in which empathe)c 
solu)ons would play a part, discussing books that contain empathe)c characters 
— can all represent safe ways for students to prac)ce empathe)c skills. Having 
the harder conversa)ons with our students as well, such as discussions 
surrounding the current barriers to empathy will also make it very clear for our 
students why it’s necessary to be empathe)c.  

4. Schools need to make the ethical expecta)ons of the en)re academic 
community very clear. Put concisely: Ethical educators make it easy for everyone 
to act ethically. One way to do this is to clearly state what are ethical ac)ons. In 
addi)on to modeling the types of ethical behaviors that will keep your students 
safe, praise ethical behavior in others. Hold your students to similar standards. 
Put posters around your campus that reiterate the ethical expecta)ons you have 
of your community. In par)cular, it may be effec)ve to establish guidelines for 
language and behaviors that are acceptable and unacceptable — e.g., using slurs 
and hurlul language to refer to other people. These are the types of ac)ons that 
may not seem par)cularly offensive in one-off ac)ons, but can be extremely 
hurlul in the long-term and even make more hurlul ac)ons easier to perform 
due to the lax environment.  

5. Schools need to invest in the safety of their school culture. We’ll end this course 
with the same sen)ment that we started it with: Students need to be safe in 
order to learn successfully and well. The end goal of being an ethical educator is 
to facilitate that sense of safety so that your students can be free to learn. To do 
this, in addi)on to following the guidelines and regula)ons that are in place to 
make it clear what ac)ons are expected regarding data privacy and 
confiden)ality, schools need to collect and examine data from their community. 
Regularly survey your students about health and safety. Ask whether they feel 
respected, cared for, and safe at school. Ask what they would like to see in order 
to feel be_er about their school environment. Act on this feedback. That way, you 
can know that you’re working to create a superior climate and culture for every 
member of your community.  
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Sec)on 3 Reflec)on Ques)ons 

• What types of prac)ces do you already have in place promo)ng student safety? 
What about equity?  

• Do you currently priori)ze teaching your students how to be more empathe)c?  

• Aber going through this course, do you have ideas of any policies your school 
should implement to protect student privacy or safety?  

• Do you think empathy, equity, and ethical behavior are connected? Why or why 
not?  

Course Summary and Conclusion 

The mission to become an ever more ethical educator is one that every instructor should 
shoulder. Each member of an academic community should be working in concert to 
establish a safer environment for everyone — including members of marginalized 
communi)es and those with disabili)es. On some level, this needs to be completed at 
an administra)ve level with ethical policies. However, being an ethical educator also 
depends on the choices that each of us makes, every day. When we make choices to 
follow our schools’ regula)ons and to work to protect our students, we make it easier 
for our students to learn and grow into the best versions of themselves. This makes it far 
easier for us to win at our goals as ethical educators as well.  
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